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1. Introduction
This document is prepared as a response to the requirements brought by the ethics
evaluators. In particular, the requirements has stated the following: The procedures and
criteria that will be used to identify/recruit participants must be submitted as a deliverable.
Templates of the informed consent/assent forms and information sheets (in language and
terms intelligible to the participants) must be kept on file. Copies of opinions/approvals by
ethics committees and/or competent authorities for the research with humans must be kept
on file. The objective is to ensure compliance with the 'ethics requirements' set out in this
work package dedicated to the ethics requirements (WP 8).
Since the FF2020 research and innovation action envisages engagement of various
stakeholders and citizens through solution’s architectures design by co-creation, operational
concept definition, and end-users’ requirements, it qualifies as a research that involves a
human participants and therefore requires that procedures and criteria that will be used to
identify/recruit participants must be set up. Templates of the informed consent/assent forms
and information sheets (in language and terms intelligible to the participants) must be kept
on file. Copies of opinions/approvals by ethics committees and/or competent authorities for
the research with humans must be kept on file.
The outcome of the Ethics evaluation of the FF2020 project proposal obliged the consortium
to define aforementioned procedures and forms that will be used throughout the project
lifetime. This post-grant obligation in Ethics Summary Report is titled as Humans – Ethics
Requirement No. 1.
With respect to the ethics issues concerning participation of humans in the research as
specified in the [RD1] Ethics Summary Report, bellow response by FF2020 project consortium
applies:
[…] Does this research involve human participants? Yes […] For flying the drone
Response by FF2020:
Although no ethics issues have been recognised in Part A or Part B; interviews and workshops
with stakeholders and end-users (citizens) are envisaged. The proposal will investigate
citizens’ engagement and perspectives to foster the adoption of Urban Air Mobility (UAM).
Network of potential users, including citizens, will be created, invitations to demonstration
activities and feedback collected via interviews etc. in order to establish the overall public
acceptance and support for UAM solutions and services.
Personal data will be fully anonymized or pseudonymised wherever possible and securely
stored with access possible only to the strictly necessary authorised persons. When possible,
FF2020 experiments will be populated with fictional data, as well as data on user experiences
collected in the experimentations will be anonymised at source. The confidentiality and
transparency of the process will be guaranteed, as well as the treatment of all research
participants with respect at all times, with proper protection of their anonymity. All personal
data will be used solely by the project and only for testing and validation purposes, without
providing them to subjects not directly involved in the experiment concerned.
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2. Identification/recruitment of participants
2.1 Procedures and criteria
FF2020 project will conduct any personal data collection, storage, retention, and destruction
in compliance with GDPR and other EU legislation, as well as national regimes. Data will be
stored and managed complying with the jurisdictions of the countries where the participants
reside.
Furthermore, FF20202 will follow best practices in data protection and privacy, both at
organizational level and from the technological point of view: state-of-the-art Privacy
Enhancing Technologies will be employed for the collection, storing and processing personal
data.
The data minimization principle will be adopted at the maximum extent: in FF2020
experiments the capturing and use of personal data will be minimized as far as possible,
limiting it to what is adequate, relevant and strictly necessary in relation to the purposes of
the experiment. The personal data will be therefore collected on a “need to know” basis. The
data minimization approach will be applied not only as regards the amount of personal data
collected, but also concerning the extent to which they may be accessed, further processed
and/or shared, the purposes for which they are used, and the period for which they are kept.
2.2 Participants
The procedures and criteria that will be used to identify and or recruit participants in FF2020
are aimed at a selection of the participants and is only foreseen within the scope of the
citizens’ workshops, aimed at gathering citizens’ opinion on the benefits and disadvantages
of the solutions to be developed during the course of the project and general acceptance by
the citizens outside the scope of this project, but within the scope of the research actions.
Where practicably reasonable, selection of the groups of citizens aimed at participating in
aforementioned workshops is made with regard to balancing among the following criteria:
•
•
•
•

Gender representation;
Geographical representation;
Age representation;
Educational representation
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3. Participants’ informed consent
Requirement: Templates of the informed consent/assent forms and information sheets (in
language and terms intelligible to the participants) must be kept on file. Copies of
opinions/approvals by ethics committees and/or competent authorities for the research with
humans must be kept on file.
In order to comply with ethics principles and data privacy regulations, put in place by the
FF2020 consortium and the European Commission, we require each participant to visit the
page FF2020 website, https://www.ff2020.eu. There, participant can read the Information
sheet explaining the terms of their engagement in consultation, and fill in the forms at the
above link. Also, participant will find a quick and guided procedure needed to comply for
GDPR and ethics duties, allowing FF2020 consortium to start participant’s involvement in
project activities.
Personal data will be fully anonymized or pseudonymised wherever possible and securely
stored with access possible only to the strictly necessary authorised persons. It will be
ensured their rights to decline, to be forgotten as well to delete/amend his/her data at all
stages of FF2020, besides of course seeking their informed consent by GDPR compliant
procedures as described in the Procedure Rights of data subjects of each cooperating party.
More in general, the whole set of rights of the data subject provided by GDPR will be
guaranteed.
As for data security, the Consortium is firmly committed to use all the appropriate technical
and organisational measures to ensure a level of data security that is commensurate to the
risks faced by the research participants in case of un-authorised access to, or disclosure,
accidental deletion or destruction of, their data.
Besides this, the principle of accountability will be pivotal and data protection compliance
processes will be documented following partners’ internal policies in conjunction with the
FF2020 comprehensive data protection impact assessment methodology sketched out in to
be elaborated in WP6.
In case of high risks for the protection of personal data in the absence of measures taken to
mitigate the risk, the responsible partner will consult the competent supervisory
authority/ies according Art. 36 GDPR and, once obtained, the relevant opinion will be
submitted to the EC.
The project will also be aligned with the projects relevant for personal data protection and
privacy in the framework of ethics standardisation initiatives, such those of IEEE Global
Initiative on Ethics of Autonomous and Intelligent Systems on Transparency, Accountability
and Openness (IEEE P7001™) and Protection of Personal Data (Data Privacy Process, IEEE
P7002™; Data Governance in the workplace, IEEE P7005™; Personal Data AI Agent, IEEE
P7006™)
3.1 Informed consent procedures
Detailed information on the informed consent procedures in regard to data processing must
be submitted as a deliverable.
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Consortium Partners are experienced in activities involving human participation and have
well established procedures in place for consent gathering and management, to be adapted
to the specific initiatives, like FF2020 research. Informed consent procedures in FF2020 will
be directed to ensure the voluntary, free, and informed consent of research participants and
to safeguard participants’ rights and well-being in the research setting.
The informed consent protocol will adhere to H2020 ethical standards, as well as the GDPR
standards and will include:
a. The provision of clear indications to the participants as regards the aims, overall
purpose, methods and implications of FF2020, including explanations on:
• the voluntary nature of involvement, reminding them that they have a
right to withdraw at any time without any consequences;
• possible risks, burden or discomfort involved in participation;
• an estimation about the time and effort expected from them;
• who is funding the research and for what purpose;
• who will have access to any data provided/collected by them;
• where research findings will be published
b. a firm commitment to protect anonymity and privacy;
c. proper consideration of any unintended or incidental findings, including a clear
view of how the Consortium intend to deal with them;
d. offer to provide volunteers with additional information about research,
providing the name and contact details of the persons in charge of answering
any queries participants may have and of the DPO;
e. Clarify possible future uses for which data may be used in the future (in case this
is envisaged). In such a case, participants will be asked for consent.
f. Supplemental informed consent, if necessary, will be obtained in case research
is conducted over an extended period of time than expected, or when there is
a relevant change in the nature or focus of the research activities in the
Experiment.
g. Debriefing will be ensured and any reasonable steps will be made to correct any
misconceptions they may have that the researcher is aware of.
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Workflow for stakeholder compliance with ethics principles and privacy regulations is
defined as following:

Stakeholder downloads and read the "FF2020
Information Sheet for participants"

Stakeholder fills-out and signs the
"Information Consent Form"

Stakeholder reads the "Personal
Data Information Duty"

Stakeholder fills-out and signs the
"Personal Data Consent Form"

Stakeholder is provided with forms signed and
information read in a single document (via email)

Figure 1 Workflow 1 - Compliance with ethics principles and privacy regulations
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4. Personal Data Management
The personal data management in FF2020 project activities are delegated to the following
roles and persons:
Task Coordinator:
In the FF2020 project, the parties have a common goal that they have defined and will pursue.
The Task Coordinator is obliged to address the topic concerning privacy issues to the parties
responsible for executing the Task beforehand. Each party, however, is responsible to comply
with the GDPR following its own protocols and privacy policy. For work package D8.1 Ruud
van Iwaarden is the Task Coordinator, his email address is
r.vaniwaarden@brainportdevelopment.nl
Consortium Coordinator’s Data Protection Officer:
Brainport Development as Consortium Coordinator is not obliged to appoint a Data Protection
Officer according to art. 37 GDPR. Brainport Development, however, has appointed a Privacy
Office and has a privacy policy including a data breach protocol. This privacy policy including
its additional protocols is available at the Privacy Office of the Consortium Coordinator and
will be followed by the Consortium Coordinator for the execution of its own tasks as set out in
the project plan as well as for privacy issues on a consortium level.
The procedures concerning privacy issues of the Consortium Coordinator are to be found in:
a. Privacy policy
b. Privacy statement
c. Data breach procedure
d. Procedure Rights of data subjects
e. General Processing Register
f. Retention policy (on-going)
The Privacy Officer can be reached through email: privacy@brainportdevelopment.nl
Cooperating parties
Clear agreements have been made about the roles and responsibilities of the cooperating
parties: each cooperating party has the obligation to follow the rules stated by the GDPR
further detailed in the companies privacy policy and protocols. Part of this includes agreeing
which party data subjects can ask their questions and invoke their rights. It also includes what
the procedure is in case of a data breach.
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Research participants
The FF2020 project involves private research participants. In order to be able to build and
organize a adaptive digital infrastructure with a citizen-centred approach (opposite of a
governmental of business approach), it is necessary that this is supported by the public.
Therefore under WP3 individuals will be asked to participate in the project through an
interview. Participants can sign up for an interview through registration with the relevant
partner through the website. One of the questions of this registration form is their consent to
process their data for the purposes of the Project only.
Participation in the Project of the research participants is strictly voluntary, without any kind
of inducement, coercion or perceived pressure. Any situations where participants feel
pressurized to take part the FF2020 Project will be avoided. The research participants will be
adequately reminded of this aspect and they will have time both to ask questions and to
freely consider whether or not they wish to take part. Furthermore, they will have the
opportunity to withdraw from the Project at any point without any negative effects.
Potential participants will be provided with information about the purpose of the interview,
as well as about the well-planned scenarios in order to make them interested and willing to
serve as research participants. Participation in the Project does not involve any physical
interventions, invasive techniques, nor will any samples be taken from humans.
Recruitment of participants will take place through social media and the network of
consortium partners. The personal data of participants will be handled as according to the
GDPR-regulations and deleted as soon as these are no longer necessary for the Project
(Retention policy). Objective data will be used for the benefit of the Project and its envisaged
results.
Forms and information being required and in use by the FF2020 personal data management
activities are the following:
•

"FF2020 Information Sheet for participants";

•

"Information Consent Form";

•

"Personal Data Information Duty";

•

"Personal Data Consent Form".

The GDPR and Ethics forms are accessible only by invitation through FF2020 website at the
following address: https://www.ff2020.eu.
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